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Awareness Through Information Sharing

Incidents/Articles of Note:

e 7 ways to protect your data when traveling

e |T Workers Believe Ransomware Is As Serious As Terrorism

e US Issues Warning Over Commercial Spyware

e Congress Zooms In On Cybersecurity After Banner Year Of Attacks

e FBI: FIN7 Hackers Target US Companies With BadUSB Devices To install
Ransomware

e Cyber-Spike: Orgs Suffer 925 Attacks per Week, an All-Time High

e Is Cybersecurity Training Working?

e 6 Ways to Delete Yourself From the Internet
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https://www.infosecurity-magazine.com/news/us-warning-over-commercial-spyware/
https://thehill.com/policy/cybersecurity/587165-congress-zooms-in-on-cybersecurity-after-banner-year-of-attacks
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https://threatpost.com/cyber-spike-attacks-high-log4j/177481/
https://www.zdnet.com/article/your-cybersecurity-training-needs-improvement-because-hacking-attacks-are-only-getting-worse/
https://www.wired.com/story/delete-yourself-from-internet/

- Tools and Resources -

- SECURITY WEEK

INTERNET AND ENTERPRISE SECLRITY MEWS, INSAGHTS & AN YSHS

Webinar | Security Week
January 19, 2022 | 10am EST

Architecting The Next
Generation For OT Security

In this webinar, you will gain research-
backed insights into current conditions
and emerging trends in the OT Security
realm based on a recently released
report.

Article | Security Week

Planning For The Future:
What’s Ahead In 2022

With security incidents and breaches
skyrocketing, the security industry is
looking for value-based metrics that
show return on investment. In 2022,
threats will continue to rise and will
include increased targeting of small to
medium-sized businesses that are
important to the supply chain of larger
enterprises. One way to accomplish this
is by attacking the identities in the
supply chain including mergers and
acquisitions that have the least
sophisticated security posture.

This is an open-source product. Redistribution is encouraged.
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.



